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Y, Webové sluzby

AARONGROUP

Stabilni standard pro integraci systému
Platformé nezavislé

Jednoduché kvalitni implementace napfic
programovacimi jazyky

Popis sluzby
Textove

Pfenos binarnich dat
HT TP protokol




& JAX WS - Server
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WwWww.aag.cz

1 HelloServicelmpl.jav U] HelloService java i HelloServicelmpl.jav HelloService,java J] HelloServicePublishe &2
package cz.aag.webservices; package cz.aag.webservices.server;

#import javax.]jws.WebMethod;[] #import javax.xml.ws.Endpoint;[]
@WebService public class HelloServicePublisher {

public interface HelloService {
public static wvoid main(String[] args) {
@WwebMethod Endpoint.publish (
String sayHello (String name); "http://localhost:8080/webservice/hello™,
new HelloServiceImpl()):

import javax.]jws.WebService;

@Webservice (endpointInterface="cz.aag.webservices.HelloService™)
public class HelloServiceImpl implements HelloServicel

@override
public String sayHello(String name) {
return "Hello " + name;

}




Y, JAX WS - Client
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wsimport -s .
http://localhost:8080/webservice/hello?wsdl

public class Client {
public static void main(Stringl[] args) {
HelloServiceImplService service = new HelloServiceImplService ()

HelloService helloService = service.getHelloServiceImplPort();

System.cut.println(helloService.sayHello ("Dolly™))




& Ptilohy
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public class HotelInfo implements Serializable
private static final leong serialVersionUID = 1L;

private String hotelName;

private String hotelDescription;

private PERERELGINSSY hotelPicture;

Pfiloha

@WebService
public interface AttachmentService {

@webMethod
public HotelInfo getHotelInfoDatal():




& PFilohy Il
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 Prilohy se pfipojuji pfes DataHandler a
DataSource

AWebsService (endpointInterface="cz.aag.webservices.attachment.Attachmentiervice")
public class AttachmentServiceImpl implements AttachmentServicel

@override
public HotelInfo getHotelInfoData() {
HotelInfo result = new HotelInfol);
result. setHotelName ("Hotel INN™) ;
result.setHotelDescription("Best hotel in the world");
result.setHotelPicture (
new DataHandler (
new JpegDataSource |
this.getClass () .getResource ("best hotel.jpg")))):

return result;




& Prilohy Il
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public class JpegDataSource implements DataSource
private final URL url;

public JpegDataSource (URL url) {
supex();
this.url = url;

}

@override
public String getContentType () {
return "image/jpeg";

}

@override
public InputStream getInputStream() throws ICException {
return url.openStream();

}

@override
public String getName () {
return url.getFile();

}




& Shrnuti
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» Webové sluzby jsou CEST:

— Cool
— Easy
— Sexy
— Trendy

ale ....




& Zmeény rozhrani
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* Na WS je typicky pripojeno vice klientu
» Klienty nemame pod kontrolou

» Rychlost migrace klientu je znacné
rozdilna

» Vznika nutnost provozovat vice verzi
soucasne

* Vice verzi znamena vice endpointu (URL)
o Striktni implementace klientu




&) Problém zakaznickych moduld
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Popis sluzby (wsdl) je staticky

Nelze upravit wsdl pro konkrétniho
zakaznika

Vsichni vidi vSechny metody a mohou je
zavolat

Neni mozné sjednotit metody z vice
systemu (napr. e-shop + bankovni system)

Nutné vytvofit fasadu

10




Y, Problém granurality
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* Megametody vs. simple metody

» Tenci a tlusti klienti

» Paralelni zpracovani na backendu

* Ajax

» /ZbytecCné zatézovani BE vypocCtem dat
které klient nepotrebuje

 Traffic — data prenesena v mega metodé
vSs. podty volani simple metod
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& Granuralita - megametoda
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Granuralita 2 metody
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getCalendarWithFlights (outbound) | getCalendarWithFlights (inbound)
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Y, Granuralita 4 metody
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getCalendar (outbound) getCalendar(inbound)
Unor 2011 - Bfezen 2011 Unor 2011 - Bfezen 2011
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& Granuralita — mnoho volani
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getCalendarDate (outbound, date) | getCalendarDate(inbound, date)
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Q2 Zhodnoceni granurality
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Jaky pristup je tedy nejlepsi ?
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Y, Multimetody
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» Metoda obalujici volani nékolika metod

<tmethodCall> <methodCall>
<getCalendarRequest- <getCalendarResponses-
<direction>QUTBEOUND</direction> .....
</getCalendarRequests> </getCalendarBEesponsex
<getCalendarRedquest:> <getCalendarResponsex
<direction» INBOUND</direction> .....
</getCalendarRequests </getCalendarBEesponsesr
< /methodCal l> < /methodCal 1>

P .
o S T L,
EWebhoervice

public interface MultimethodEndpoint {

@WebMethod
DataHandler call (String sessionId, DataHandler xmlRedquest);
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© Disledky
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 VyfesSen problém granurality ©
* Neni rozdil mezi volanim jedné metody a
multimetody ©

» Backend Ize snadno paralelizovat ©
 Vyfesen problém verzi a migraci ©

» Vyfesen problém (ne)viditelnosti metod ©
 Vyresen problem zakaznickych modulti ©
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& Disledky |l
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« WS ztraci dech, jsou pouzity pouze jako
transportni protokol ®

* Rozhrani se z hlediska WS stalo netypové
©

» Webova sluzba nezna aplikacni data,
ktera poskytuje ©

* Muze znat pouze servisni (autentifikace,
autorizace, pocet volani, verze sytému
apod..) ®
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Y, Rozdéleni aplikace
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Verejna zéna Demilitarizovana zona

Komunikacéni infrastruktura
(ESB, JMS, WS, RMI"\.

Jadro aplikace
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& Aplika¢ni brana
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» Most mezi aplikacni infrastrukturou a
uzivatelem

* Most mezi verejnou a demilitarizovanou
zonou aplikace

» Ochrana aplikace pred pretizenim / Utoky

» Stira rozdil mezi sekvencnim a paralelnim
Zpracovanim

« Zajistuje asynchronni zpracovani
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& Aplikacni brana II
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» Spravuje povolené / zakazane metody
Klientu

o Zajistuje QoS pomoci komunikacni IFS

» Moznost pripojit jednu nebo vice aplikaci

 Sbira statistiky volani metod
uspésnost,rychlost,pocet
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&  Rozhrani aplikaéni brany
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@WebService
public interface ApplicationGateway {

@WebMethod
String login(String client, String password, String endUserIP);

@WebMethod
Call call(String sessionId, Call call);

public class Call |
private DataHandler xml;

private String callld;
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Y,
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« Konfigurovatelné po klientech

« Brana nastavuje prioritu pozadavku do
aplikace

» Implementace pres JMS

« Max pocCet WS pozadavku / sec

» Max pocet paralelnich sessions

* Max pocCet pozadavku z jedne IP (sité)
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& = Ochrana aplika¢nich bran
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 Business data = motivace k utokum
 Motivace k robotickému stahovani

» Motivace k vyrazeni konkurence (DoS,
DDoS)

» Utok nesmi ovlivnit ostatni klienty

« Pasivni ochrana
— Black listy, White listy

 Aktivni ochrana (next ...)
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& Aktivni ochrana
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Jdileni penalt na zakladé analyzy chovani
Klienta

Penalty — block time, black list

» Sledované parametry systemu

— Pocet volani za Cas (total, po metodach)
— Pocet aktivnich sessions
— Souslednost volani metod

« VVztazeno na IP adresu / sit nebo na
klienta
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& Na co se toto rfeseni nehodi
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ag.cz

» Aplikace typu ,do databaze a zpet"

» Aplikace s extrémnim narokem na rychlost
— Pruchod aplikacni branou AAG = 30ms
» Maly pocet stabilnich webovych metod

* Neni potreba features pro multimetody,
asynchronni, paralelni zpracovani, maly
pocet klientu
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Q&A
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